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QKGBOUND (U)
| II |d1d SIGINT work as a member of the Axm Security Agency in 1961
for three years After he joined NSA he worked as | iat NSAW.
Most of his career has been in fg;ilgn relatlons After th,e] Jwork, he spent
five years af He then worked on country desks forﬁaad
other third parties. After this he was the SIGINT National Intelligence Officer in
m’hen he got into leadershlp deveIOpment and also worked in Information

ssurance at NSAW. And in the early 1980s he served as the

CIA. After that he served as the Chief of G9
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After this work he attended
the Senior Seminat, ang d at the State Départment and went to National War
College for a year. Mﬂ served as the Semor Laalson in London (SUSLOL) from
1989-1993, he was the Director of Foreign Relatlons at NSAW from 1994-1996, and he
served as the Senior Llalson in Canada (SUSLOO) from 1996—1999 Then he served for
three years as the NSA® Field Advocate (ombudsman) at. NSAW from 1999-2002. He
worked in Foreign Relations and training in 2002 and became the’ ﬁrst SUSLADSemor
US liaison Activity im August 2003 i S .

| As guidance for hli.:-.l.jhﬂ}ob ths DIRNSA gave Mi Ims vision. The

3
ho Teft with a’ it nsh;p w:th th “This has been a mature

DIR]\ SA wanted to move closer to.second party status using. t]uzll;tl
ast Senior Ligison Oiﬁc:r ‘il O) 1n

SIGINT relationshig :CT: was going to be the ‘basis for i mcreasmg the
relationship with th ¥ . Jin fact, have afich CT relation
entire IC 9/11 Classified Information
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| And he
s R Jwith SIGINT products — they have
{‘}::many readers and consumers State FBI legat] |DEA,

“I'N S, Defense Attaew _and| He has access to everything. He is actually

% dailyat /930 o N | He
% calls.the other State persormel 1f he has trafﬁc for them. He makes folders for the other
"‘-'.‘;readers wnth NSA products that mclude anythmg 0

II |relat10nsh1p with thel R ]
~ . |is informal;-they have a separate mana ement chain within headquarters

and cani go directly to thd d . rmmpals The bu
.1 they' provnde mformatlon copies to the SUSLZ -Ll
B | The service

t":,‘v [, | hasi_ladmlmstratlve people_l ]
' cryptologic element. - US military) has provnded ﬁgl : |
| : s no independent relationship with the US milita T th
ini¢lligence chiefs if .. _|both SI and non-SI, meet twice a month with the
SUSIﬂEhes’e meetm‘gs include th
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I They also

i ‘nave an annual SLY Iconfexence that 1s 1n a different location each time. That
is sponsoted by the R oreign Affairs Director, Gary Grantham. |
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NSA’s Foreign Affairs Division has country desk officers and they are the SLO’s entré to
the Product Lme managers mcludmg CT “ works for Grantham.

' as the usual lssues wnth the NOFORN caveat. This slows him from fully
’ shanng with hlsl Partners However, there has been an enormous revolution in

sharmg on CT. Produgct Line at NSA has been aggressive in releasin
mformatlon to forexgn partners: mc!udmg the SUSLA |

o - [ Still, he feels he can
aIways g0 back to the product lme and ask for forex n release. The SIGINT
1 information the USG gets from thel Es excellent and as been very pleased
{ with jt:]
They are
2
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enthusiastic about CT — they are work

. issues.

When:l:ompares and contrasts his time as SUSLOO from 1996-1999 with
e finds it very different. In Canada k& worked the]
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: Thelr
internal issties were with thq ] o | Thei as ver
and they were on top of these groups and they were excellent o tc. I
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were very good. They did have a personality problem once and they got one of the
protagaonists removed. The ambassador is ultlmately responsible for the personality
problems and the hierarchy is usually responsive.|As to how the ambassador would
beconie aware of such a problem| __kaid they meet regularly with their country teams
and security committees. He doesn’t have to sok ,'tens10n problems, they may always
exist! But he does have to resplve persouahty issiés. If the Ambassador is not told of a
problem, it is with “malice of forethought” on thd:::__Ipart. This varies with political
appointees as far as competence and agenda and isivworked through the DCI’s foreign
affairs office (Ambassadoy Montgomery’s office). Bxpectatlons change overtime, with
th¢ country team, but the/doctrine has not changed. ; iThe Ambassador is in charge.
Sometlmes there are personal rather than lnstltutlonal problems with sharing.

‘ | ]Mrl |sa1d Ambassador Montgomcry does not manage; he makes no attempt to
get or glve advice or guidance. Amb:Mo see Jﬂﬁ.&l&aﬂmmﬂﬂ_
f informed on forexgn relations wor]dWIde i:md th
2 takes the initiative. As to a unifl strategy for foreign relations, M

/ said Ammb Montgomery publishes a. s'ammary of 1ntelllgence relationships with country A.
" (apenodlcally) This includes broad recommendations to the DCI on each country. They
all get coples across the IC. The DCI signs these. Amb! Montgomery s work informs the
,.DCI s view. Montgomery’s- office though does no real plannmg or programming. The
/ DCI glves ‘guidance by intélligence discipline, rather thari comprehensxvely There are
i few new starts (the IC establlshmg relations with new patners) and for those everyone
/ (the whole IC) is included in the decision across the USG.{ @ [hdvised us to ask Gary
{ / /Grantham why we.didn’t have a SIGINT relatioriship withf. : |pefore 2001, what
F prompted us to develop one then, and what the process wasifor estabhshmg it.

is conﬁdent thatDSIGINTers would call hlm or pass him reporting is
Athey knew-about a terrorist cell'in the US. He has very good i commumcatlons with themn

/ and he ¢an go direct to the NSA product li NT relations with other
natiogs is no they. are based more on

historical relationships. However, the SLOs do worry about this in] Alnow and a lot
ggngngﬁ on each ruling ganx.‘
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R 1 |g'ave an( exam le of ! ow relatlons are. between the d
NSA“Thy Jwhoiisia “pretty'severe guy” told “1
respect General Hayden When he tells me he will do something, he does it.” DIRNSA .
gives the SI# INT foreign relations a persona.! touch and that is helpful aw this in
*.Canada too;} - said that George Tengt/does the same for the whole IC, but then -
“‘-.acknowledged tha‘t to:the host country He s/ viewed as the héad of CIA (“a HUMINT
. guy”). The DCI dldn 't visit the CSE (SIGINT service) wheDwas in Canada as
USLOO (Ottawa):. Gen Clapper is trying to lend the: \personal touch in foreign relations
* ‘for NGA too; he had started thlS bgiorc 9/11. John McLaughlin (DDClyalso visited host -
‘nations; : nd hxgher gqvemment officials (but not SIGINT

and" ther partners).

: Acbording tq George:\ enet unders{ands the contributions of SIGTI\T to the
' globat.war on terrorism (GWOT) and; NSA s role ak In fact,i

said the b*ggest trends in mtelhgence operations i§] BIGINT and vice
versa. This is a-clear change since the 1970s, M| ere 1s a change in the
. culture at CIA reeogmzmg the SIGINT contnbunon ThlS recogmtlon actually helps

L 1nerease NSA’s abzlxty to contmbute R

I | Mrl Imetnc to Judge the relatxonshlp is wit and the SUSLQS
i rformance, is:that when asks them to do somethmg ort e “US that is hard for them
ﬁ

they dott,’ M thinks the solufion tq the challenge of foreign

1 partners ips and fedmtlon of intelligence, | M thinks, is to be able to count on
gveryong the same Rjgh;i now, NSA can count on some partners fully, some never, and
} sbme sometimes. The r#al NSA judges of the health of foreign relationships are the
managers of the Ofﬁces of Prlmary Interest (TOPIs or OPIs) (product lines) who

]| There is a new concept
called produc phasxxig,” lﬁF D N§A knows the relationship is successful when we get
this; M eheves the same idea should be applied to the partnerships with domestic
2 collectors. Foson W o

vl fsaid thd, ) have sévere challenges with analysis and reporting.
" Jhas a plan to work with_them. NSAW will send a reporter who is fluent in
ollive and work with' thq SIGINT service. This will be done through a
: pproach For SIGINT setvices that are more advanced NSA takes a different
' route. Foriinstance, the Australians sent some of their people to sit-at NSAW working
w1th FAD (Forelgn Affairs Dw1510n and the TOPIs in order to learn how to improve
L : ", _[for that approach to work for

orks with th on division of labor. Mr
satd he believes there is an IC master plan for foreign liaison and he is a part of that




‘ plan. DIRNSA and the NSA. Forelgn Affairs Dmsnon work the NSA collection part of
‘ this plan. g i

CONCLUSION/SUGGESTIONS (U)

| My |suggestions include i improving communications between all
intelligence agencies to get rid of anything that hinders real-time communications, for
instance they should get rid of the NOFORN caveat. Communications systems must talk
to each other as fast as possible. The IC needs to establish well- -organized, vigorous
chatroomns between operations centers (hkel Jhat NSA uses with the
mllltary services used for analyst — analyst exchanges and recently for real-time
SIGINT-only targeting). They should extend this capability to key partner?

| ] We need to jump on this. :hcknowledged it is very difficult to
work/this issue internally in order to overcome cultural differences, so it has to be
lmposcd extemally

| MrI Iemphasmed that in hxs expenence over 25 years, NSA has cooperated
with the JC and forgign partners very well; he feels no guilt or uneasiness about that. He
acknow]edges that there have been prob]ems but he feels the willingness on NSA’s part
was always there. In the early 1980s he was the first CT chief andhe was sent to CIA to -
/solvethis commumcatxons problem. During his tenure, they established the first

Wmﬂﬂlk to pas ] He did that with
i d Charlje Allen who was the N1O for CT at the time. As

. // Tof cultural differences] [eels that CIA and NSA are like/family. Before he went to
/" work at CIA oprotation; he thought theyi were very different, but during his assignment
/i there he fi gured out they' 'were not so dlﬁkrent They do have differences based on
"/ history and-ethes, but he thmks that cross agency assxgnments help and that this needs to
" start earlxer in peoples careers. NSA has a huge, new, young cohort and the IC should
make sure that this cohort does “cross cultural” assngnmehts early.
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